ABSTRACT Steganography is to embed secret information into digital media and minimize the distortion caused by data embedding. The JPEG is a widely used image compression format, and many JPEG images transmitted on the network are double compressed. Most of the existing steganography algorithms mainly use the single compressed images as the embedded carrier of secret information while rarely taking advantage of the double compressed images. However, the double compressed operation usually leads to changes in the statistical characteristics of images. Therefore, the minor changes caused by steganography can be confused by double compression operation to achieve the purpose of concealing embedding operation. This paper proposes a secure JPEG double compression (DC) steganographic scheme based on irregular discrete cosine transformation (DCT) and coefficients distribution (IDCD-JDS), which can obtain less statistical detectability. The minimum distortion function is designed according to the fact that the statistical distribution of the double compressed images has periodic peaks and valleys as well as multiple irregular intervals. By using the syndrome trellis coding (STC) to embed secret information, the modifications are limited to regions that are difficult to detect. The quality factors (QF) relationship between the first and second compression is further studied to explore the effective range for double compressed images so that the proposed algorithm can achieve better performance under different conditions. The experiments show that this scheme can reduce the embedding change by utilizing the inherent statistical distribution and irregular block complexity in double compressed images, and it performs better than the existing methods.
I. INTRODUCTION
Image steganography is to embed secret information by an imperceptible way in covers to achieve hidden communication [1] - [3] . Steganalysis is a reverse process, the purpose of which is to detect whether the existence of secret information in the carrier [4] - [6] . Due to the JPEG format is widely used in real application scenarios, a large number of existing steganographic algorithms are designed specifically for JPEG single compressed domain. For a given steganographic algorithm, embedding capacity and security performance are
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According to different embedding strategies, image steganography can be divided into non-adaptive steganography and adaptive steganography. Early image steganographic algorithms are usually non-adaptive, such as LSB (Least Significant Bit) [7] in spatial domain and J-Steg [8] , OutGuess [9] , F5 [10] , MB [11] , nsF5 [12] in JPEG single compressed domain. However, the above non-adaptive steganographic algorithms still modify the smooth region of the image in a large amount, which will bring potential risks to the security performance. To solve these problems, researchers try to explore new steganographic strategies to transform traditional non-adaptive steganography into modern adaptive steganography. Adaptive steganography for images is to design a scheme based on the statistical properties of the cover image in the message embedding process, hiding secret information in image regions that are not easily detectable, such as texture complex regions, edge regions and noise regions. Filler et al. [13] proposed the syndrome trellis coding framework, which preferentially modifies regions with minimum distortion and makes researchers to focus on the design of minimum distortion function. In this way, the security of steganography is greatly improved, which poses a huge challenge to steganalysis.
In the spatial domain, many steganographic algorithms have shown excellent performance. HUGO (Highly Undetectable Steganography) [14] is the first adaptive steganography algorithm that modifies pixels in texture complex regions and edge regions that are relatively difficult to detect. Holub [15] proposed the WOW (Wavelet Obtained Weights) algorithm, which uses directional filtering to embed more secret information in noise regions or texture regions with high complexity. Moreover, the complex region of the image is given a low embedding cost, and the smooth region of the image is given a high embedding cost. S-UNIWARD (Spatial UNIversal WAvelet Relative Distortion) proposed in [16] has a slightly modified distortion function from WOW, which has similar performance to WOW and outperforms HUGO. HILL (High-pass, Low-pass, and Low-pass) [17] utilize one high-pass filter and two low-pass filters to further improve the distortion function of WOW, which follows the spreading criterion [18] to make the embedding modification constrained in texture complex regions. Sedighi et al. proposed MiPOD (Minimizing the Power of Optimal Detector) [19] employs the multivariate Gaussian distribution to model cover images, and optimizes the distortion cost defined by Fisher Information using Neyman-Pearson criterion between cover and stego images.
In JPEG single compressed domain, there are many effective adaptive steganographic algorithms. Guo et al. proposed UED (Uniform Embedding Distortion) in [20] , which designs distortion cost according to the value of the intrablock and inter-block DCT coefficients, so as to minimize the change of the statistical characteristics. Subsequently, UED was improved, which is referred to as UERD, by investigating the tolerable variation in the statistical model of the image. An improved version of UERD called IUERD was proposed in [21] , which investigates the correlation among adjacent DCT blocks more efficiently. J-UNIWARD (JPEG UNIversal WAvelet Relative Distortion) is proposed in [16] , which uses the directional high-pass filter to obtain directional residuals and takes advantage of the residuals to estimate the distortion cost of the frequency coefficients being modified. Recently, new studies on the adaptive steganography, has been proposed in [22] and in a certain way in [23] .
Although the adaptive steganographic algorithms mentioned above have good anti-detectability, they are usually used for cover images in spatial domain or in JPEG single compressed domain. However, there is very few research for steganography about cover images in JPEG double compressed domain. At present, JPEG format is widely used in the Internet, and many JPEG single compressed images are often operated by various image processing software, including JPEG double compressed operation. Fig. 1 shows the difference between JPEG single and double compressed domains in the process of cover and stego images generation. Since the statistical properties of single compressed images and double compressed images are significantly different, most of the existing steganographic algorithms designed specifically for cover images in single compressed domain are not suitable for cover images in double compressed domain.
To address this issue, we propose a novel secure adaptive steganographic scheme for cover images in JPEG double compressed domain based on DCT coefficients distribution characteristics. The minimum distortion cost function is designed according to the different distribution of DCT coefficients between single compressed images and double compressed images. The adaptive embedding is performed by STC framework [13] , and the DCT coefficients modified by steganography are concentrated at irregular intervals. In order to achieve better performance of the steganographic algorithm proposed in this paper, the relationship of quality factors between the first and second compression is further studied, and the range of quality factors suitable for cover images in double compressed domain is investigated. Therefore, the proposed scheme can achieve good performance substantially.
The main contributions of our work are as follows.
• The scheme promotes the randomness of irregular intervals positions by selecting cover images in the double compressed domain to make the statistical distribution of the DCT coefficients in the stego image close to that of the cover image.
• Steganographic embedding at the irregular interval of DCT coefficients distribution can make the minor changes caused by steganographic operation similar to the traces left by double compression operation. Thus, VOLUME 7, 2019 the purpose of confusing steganographic operation with double compression operation is achieved.
• The experimental results show that two intrinsic distribution characteristics exist for the cover images in JPEG double compressed domain. i) If the QF1 is smaller than the QF2, the irregular interval of DCT coefficients distribution is more obvious, which contributes to effect embedding.
ii) The area enclosed by the irregular intervals gradually decreases with the increase of DCT coefficients, while the larger area is more suitable for secret information embedding.
• Extensive experiments using various steganalysis algorithms [24] - [26] show the anti-detectability of the proposed scheme over the state-of-the art methods, and the computational complexity is smaller than other comparison methods in JPEG double compressed domain. The rest of this paper is organized as follows. In Section II, the inherent characteristics of cover images in JPEG double compressed domain are analysed. In Section III, an adaptive JPEG double compression steganographic scheme is proposed based on the DCT coefficients distribution pattern and irregular block complexity. In Section IV, results of experiments are elaborated to demonstrate the effectiveness of the proposed schemes. Finally, conclusions and further work are given in Section V.
II. JPEG DOUBLE COMPRESSED IMAGE MODEL
In this section, we describe the inherent characteristics of cover model in JPEG double domain and analyze the feasibility for applying it to conceal secret message.
A. STATISTICAL CHARACTERISTICS OF THE MODEL
The suitable regions for embedding are determined based on the statistical characteristics of the images, which can be used to minimize distortion between the cover and the stego images. Moreover, the statistical characteristics of the cover images in single and double compressed domains are significantly different [27] . Therefore, the common statistics of the double compressed image are investigated, including histogram, information entropy (IE), variance (var), and so on [28] .
Adaptive steganography in JPEG double domain embeds secret data into images by modifying its DCT coefficients based on distortion cost function [29] - [31] . For the whole image, the process of embedding secret information will change the distribution of DCT coefficient histogram. The DCT coefficient histogram is a very intuitive representation of the distribution for all DCT blocks. The local coefficient histogram and global coefficient histogram are common histogram used in JPEG double compressed domain, and the equations are shown as follows in (1) and (2), respectively,
where N b is the number of blocks, D k (i, j) represents the value of DCT coefficient at position of (i,j) in the k-th block, d is the value of the preselected DCT coefficient, and
Information entropy represents the average information amount of an image and can be expressed as follows
where M d represents the maximum value of the DCT coefficient, and P i is the probability of the corresponding DCT coefficient. The variance reflects the dispersion degree of DCT coefficients in JPEG double compressed images, and its expression is as follows
where M and N represent the length and width of the image respectively, andD is the average of DCT coefficients.
According to the above statistical characteristics, some images were randomly selected from the BOSSbase 1.01 [32] image library and compressed with different quality factors to observe the distribution characteristics between single and double compressed images. In the double compressed process, QF1 represents the quality factor of the first compression, and QF2 represents the quality factor of the second compression. Fig. 2 shows the single compressed images and double compressed images with various quality factors, and their corresponding distribution characteristics. It can be clearly found that these images have no difference in visual perceptions but significant difference in statistical properties.
Under the condition of QF1=QF2, the DCT coefficient distribution of double compressed images is the same as the single compressed images. In particular, under the condition of QF1>QF2 or QF1<QF2, its distribution is different from the single compressed images. Moreover, under the condition of QF1<QF2, there are many irregular distributions, which will lead to more dramatic differences. The DCT coefficients will be modified in steganographic embedding so that these modifications are concentrated on irregular distribution, which is more conducive to hiding information.
B. INTRA-BLOCK AND INTER-BLOCK CORRELATIONS IN MODEL
In single and double compressed images, DCT coefficients can represent the intra-block and inter-block correlations [33] . The intra-block correlation is mainly reflected in the adjacent frequency coefficients in the DCT block, and the inter-block correlation is mainly reflected in the same frequency coefficient between the adjacent blocks. The high frequency coefficients reflect the details of the image, which are easily lost during JPEG quantization, and the low frequency coefficients are related to the image content [34] . Steganographic embedding pays more attention to the high frequency signal of the image rather than the content of the image itself [35] . Because the frequency coefficients of adjacent areas are close to each other, the correlation between the adjacent frequency coefficients in the DCT block can be enhanced. If quantization loss is ignored between adjacent DCT blocks, the DCT transform is linearly correlated. However, quantization loss is irreversible and inevitable, which have an impact on correlations between intra-block and interblock. In general, intra-block and inter-block correlations can be expressed and measured by co-occurrence matrices and probability transfer matrices in the direction of horizontal, vertical, main and secondary diagonals.
The compressed operation can weaken the intra-block and inter-block correlations, and steganographic embedding can also break the correlation [36] . If the correlation is reduced before steganographic operation, the interference caused by embedding the secret information can be confused. The double compression can be regarded as the correlation weakening process based on single compression in essence, so it is more conducive to the embedding of secret information.
C. BLOCKING ARTIFACT IN MODEL
The JPEG compression operation combines block-based DCT transform and quantization. Furthermore, in the process of compressing redundant information, the existence of quantization noise can lead to generate blocking artifacts (BA) [37] - [39] . The blocking artifact becomes more obvious with the increase of compression strength, which can be calculated by the local absolute value difference of pixel points in the image, as shown in the following equation.
where I (i,j) represents the intensity at the position (i,j). The blocking artifact caused by JPEG compression is an inherent feature of compressed images [40] . The blocking artifact grid of the single and double compressed operations as well as corresponding peak energy distribution are shown in Fig. 3 .
The colored blocks indicate where the blocking artifact occurs. It can be clearly seen that there is a significant difference in blocking artifact between single compressed domain and double compressed domain. Once single compressed JPEG images are recompressed, the blocking artifact at old region can be reduced, but the blocking artifact at new region will emerge again. The peak energy distribution of double compressed image is different from that of single compressed image. The peak energy distribution of single compressed image is almost consistent in a certain area, while the distribution of double compressed image no longer has this characteristic.
Whether single compression or double compression, the blocking artifact of the image will also change after information embedded [41] . However, the double compressed domain no longer has the regularity of single compressed domain. Therefore, by using the cover images in double compressed domain, the influence of steganographic embedding on the blocking artifact can be neglected, and the security of steganographic algorithm will be improved.
D. THE DRAWBACKS OF EXISTING ALGORITHMS FOR THE MODEL
We experimentally verify that the existing steganography algorithm in single compression domain directly used in double compression domain will lead to the degradation of error detection rate. In this experiment, the images are randomly selected from the BOSSbase 1.01 database, which is consisted of 10000 8-bit grayscale images, and they are compressed with quality factors 75 to generate cover images in the single compressed domain and are recompressed with quality factors 85 to generate cover images in the double compressed domain. We generate stego images from cover images respectively using nsF5 and UED steganographic algorithm with the embedding rate range from 0.1 to 0.5 bits per non-zero AC DCT coefficient (bpnc) with a step of 0.1 bpnc. The security performance is the ability of the steganographic algorithm to evade the detection of steganalytic algorithms, which can be represented by minimal total error P E [42] under equal priors achieved on the testing set. It can be defined as
where P FN is the probability that the cover image is incorrectly judged as stego image and P FP is the probability that the stego image is incorrectly judged as cover image. The security performance is evaluated by the average value of P E over ten random trials. Comparison of security performance has been made among nsF5 and UED in single and double compressed domain, respectively, which is shown in Fig. 4 . It is observed that applying existing steganographic algorithms directly to the double compressed domain will lead to decrease in security performance.
III. AN ADAPTIVE STEGANOGRAPHIC SCHEME IDCD-JDS
The purpose of designing a secure adaptive steganographic scheme is to make the statistical distribution of the stego image as close as possible to that of the cover image. Based on the analysis above, this paper proposes an JPEG double compression (DC) steganographic scheme based on irregular DCT coefficients distribution (IDCD-JDS). The proposed scheme focuses on the following three objectives: 1) to ensure that the periodic peaks and valleys are as much as possible to achieve maximum embedding capacity; 2) to remain the statistical properties of irregular distribution unchanged after embedding to achieve secure embedding; and 3) to ensure that the secret information is preferentially embedded in the large area enclosed by irregular interval to improve embedding efficiency.
A. IRREGULAR BLOCK COMPLEXITY
As is well known, in JPEG images, the quantized DCT coefficients are divided into blocks of size 8 × 8 and the blocks which contain 64 DCT coefficients are referred to as the DCT block. Likewise, in JPEG double compressed domain of this paper, a block including the DCT coefficients in the irregular distribution is called an irregular block (IB), and a block that do not contain irregularly distributed DCT coefficients is called a regular block (RB). Our proposed scheme focuses on irregular blocks. The irregular block complexity (IBC) of an irregular block is defined as the sum of weight values of all coefficient similarity in the irregular block. For example, given a sized 32 × 32 double compressed image, its irregular blocks and regular blocks are shown as Fig. 5(a) , consisting of 16 8 × 8 blocks, each 8 × 8 block is called irregular block I m,n or regular block R m,n , m, n ∈ {0, 1, 2, 3}. Each irregular block includes 64 coefficients I m,n (i, j) corresponding to 64 spectral sub-bands, m, n ∈ {0, 1, 2, 3} and i, j ∈ {0, 1, ..., 7} as shown in Fig. 5(b) . A high-level diagram of the calculation procedure for irregular block complexity is depicted in Fig. 6 . First, block division and channel decomposition are performed for both the double compressed and reference images by separating each image into sized 8×8 blocks and sub-bands corresponding to different spatial frequencies, respectively. After block division and channel decomposition, the degree of change between each sub-band in the double compressed image and its counterpart sub-band in the reference image is computed, resulting in the variation value of a sub-band. Finally, the variation values of sub-band are weighted obtaining a scalar irregular block complexity. In the first stage of IBC computation, both images are divided into nonoverlapping sized 8×8 blocks. Each block is decomposed into 64 spectral subbands. After sub-band decomposition, the degree of change between the coefficients of the double compressed and reference image is computed for each sub-band. The purpose of this stage is to estimate the degree of local variation in the statistical distribution of the coefficients due to various disturbances. We compute the local variance σ m,n (i, j) 2 for sized k × k patches in each 8×8 irregular block based on the variation of sub-bands. We take k = 3 and calculate the change in these variances as the formula below:
where σ 1 m,n (i, j) 2 is the local variance at location (i, j) in irregular block (m, n) of the double compressed image, σ 2 m,n (i, j) 2 is the local variance at location (i, j) in reference block (m, n) of the reference image, and C is a constant added to balance numerical stability. The typical values for constant C are from 100 to 1000 and we take C = 500 in this paper.
After calculating the degree of distortion in each DCT sub-band, the 64 obtained values are weighted to estimate irregular block complexity:
where w(i, j) is the weight at sub-band (i, j). As mentioned above, an important characteristic of the steganographic embedding is that it pays more attention to the high frequency components. It is wished to choose a weighting function
, which takes this characteristic into account through giving higher weights for sub-bands with high frequencies. We have tried several weighting functions that satisfy this property and selected a logarithmic weighting function empirically.
B. THE PROPOSED DISTORTION FUNCTION
In this subsection, we give a general description of the proposed distortion function, including the determination of irregular distribution boundary and the computation of irregular block complexity. The flow chart of the proposed distortion function can be depicted as Fig. 7 .
As shown in Figure 7 , given an JPEG double compressed image, the DCT coefficients of JPEG double compressed image are first modeled by statistical distribution. Next, the irregular intervals are determined based on the distribution characteristics, for which the cost is designed and allocated. Then, the JPEG double compressed image is decompressed into the spatial domain to generate the intermediate image, which is performed DCT and quantization with the same quality factor to construct the reference image. Moreover, the IBC is calculated using a series of weighted sub-band change values between the irregular block and the reference block. Finally, the modification costs of different distribution intervals combine the IBC to evaluate the risk of steganographic embedding changes. The detailed procedures of assigning distortion cost for each DCT coefficient is as follows.
Given The statistical distribution model is constructed using the coefficients, which are compared from the lowest energy value according to the distribution characteristics. When C p+1 > C p , it indicates that p is the starting position of the irregular interval, which is denoted as q. Then the above operation is repeated continuously from that position. When C p+1 < C p , the variable p is at the end position of the irregular interval, which is denoted as r, and the irregular interval can be represented as q-r. Thus, the distribution of the entire DCT coefficients will have multiple irregular intervals, which are represented by l 1 . Assuming that the irregular interval has a total of L 1 segments, then l 1 ∈ {1, 2, 3, ..., L 1 }. There are gradients between various irregular intervals, and the intervals of irregular distribution with concentrated energy are given priority attention. The irregular interval of the l1th segment is assigned the value of V l 1 , which can be expressed as follows where u l 1 represents the value of DCT coefficient in the irregular interval. H is a constant, which effect is to make the difference between the irregular interval and the regular interval obvious. We take H = 0.5 in this paper.
Assuming that the regular interval has a total of L 2 segments, then l 2 ∈ {1, 2, 3..., L 2 }. The irregular interval is alternately adjacent to the regular interval, so |L 1 − L 2 | ≤ 1. The regular interval of the l 2 th segment is assigned the value of V l 2 , which can be expressed as follows
where u l 2 represents the value of DCT coefficient in the regular interval. However, the same DCT coefficient form irregular interval is often distributed in multiple different 8×8 blocks. In order to make the proposed distortion cost more accurate, it is necessary to distinguish the embedding sequence of blocks corresponding to the same DCT coefficient in the irregular distribution. Introducing the above irregular block complexity (IBC) to measure, the larger the value of IBC, the greater the complexity of the local region. Therefore, embedding changes have little effect on irregular blocks with the large value of IBC, where are beneficial to embedding operations. For each sized 8 × 8 irregular block, the value of IBC is calculated and assigned to the corresponding irregular block, which is denoted as W m,n and expressed by the following formula.
The value of W m,n is assigned to corresponding DCT coefficients from irregular interval. Since the modification of DCT coefficients in the regular interval is likely to cause changes in statistical distribution, these DCT coefficients are assigned the values of Z m,n , which can be formulated by (12) :
where D m,n (i, j) is the DCT coefficient at location (i, j) in block (m, n) of the double compressed image. The local coefficient characteristic of the block is included while considering the impact of statistical distribution in irregular intervals and regular intervals, and the proposed distortion function ρ m,n (i, j) is finally defined in (13):
where AC and DC represent alternating current and direct current coefficients respectively. The reason why we consider statistical characteristic is that double compressed images possess strong irregular distribution between neighboring intervals in distribution model. In addition, the same DCT coefficients in the statistical distribution will exist in different DCT blocks. Therefore, the inherent structure of the DCT block is impacted by different distribution intervals. In other words, local characteristic of the DCT block should be considered when measuring the embedding risk of corresponding distribution intervals.
C. EMBEDDING AND EXTRACTING PROCEDURE
Using the proposed distortion function and STC, the practical adaptive steganographic scheme for double compressed images is shown in Fig. 8 . In the scheme, two parties, the embedding module and the extraction module, are included. In the embedding module, the modification cost of each DCT coefficient is first calculated based on the proposed distortion function. Next, the distortion cost, secret information and double compressed cover image are put into the STC encoder as input objects. In this way, secret information is concealed in the double compressed cover image and then stego image is obtained. In the extraction module, the obtained stego is put into the STC Decoder and the secret information is extracted. The detailed process of embedding and extracting in the double compressed image in this paper is as follows.
1) EMBEDDING PROCEDURE
Step 1: The DCT coefficients absolute values of JPEG double compressed images are extracted to construct the statistical distribution model. Based on the statistical distribution characteristics, irregular intervals and regular intervals are determined, and the values of V l 1 and V l 2 are assigned to them respectively by (9) and (10).
Step 2: JPEG double compressed image is used to generate the intermediate image, which is used to construct the reference image. The image is divided into sized 8 × 8 blocks, and IBC is calculated by (8) according to irregular blocks and reference blocks.
Step 3: For the DCT coefficient distributed in the irregular interval, the value of W m,n is given by (11) , and the ultimate distortion cost ρ m,n (i, j) can be calculated by (13) .
Step 4: For the DCT coefficient distributed in the regular interval, the value of Z m,n is given by (12) , and the ultimate distortion cost ρ m,n (i, j) can be calculated by (13) .
Step 5: The least significant bits (LSBs) of the non-zero AC coefficients in each block are extracted according to the scanning mode with intra-block and inter-block to form bitstreams, and scrambled by the shared key K to obtain the processed bitstream c.
Step 6: Using the STC coding framework and the distortion cost calculated in step 3 and step 4, the secret information is embedded in the bitstream c to obtain the bitstream s containing secret information. Then, the bitstream s is restored to the original order, and the stego coefficient is obtained by combining the initial DCT coefficient.
Step 7: The stego coefficients are encoded to generate the stego image, and the embedding procedure is completed.
2) EXTRACTING PROCEDURE
Step 1: The stego image is decoded based on STC framework, and DCT coefficients in the image are extracted. Then all the non-zero AC coefficients are obtained according to the scanning mode with intra-block and inter-block, so the LSBs can be taken out to acquire the stego bitstream s.
Step 2: The secret information is extracted by sorting the stego bitstream s with the shared key K, and the extraction procedure ends.
IV. EXPERIMENTS
To verify the proposed scheme, we have conducted many experiments to conceal secret data. We first setup the experimental environment using popular databases and common parameters. Subsequently, the anti-detectability of the proposed scheme is verified by various steganalysis experiments, and the experimental results are presented and analyzed. Finally, we explore the effective range of quality factors for double compressed cover images and show the computational complexity of various steganographic algorithms.
A. EXPERIMENTAL SETUP
The images in the experiment are chosen from the BOSSbase 1.01 [32] standard image library, which contains 10000 portable gray map (PGM) format images sized 512 × 512. We compress all the images into the JPEG single compressed domain with the quality factor QF1 ∈ {30, 40, 50, 60, 75, 85}, and then decompress them into the spatial domain. These spatial images are recompressed with the quality factor QF2∈ {75, 85, 95} to obtain JPEG double compressed cover images we need in the following experiments. Since QF1<QF2 can make more irregular distribution of the double compressed cover images, which is more conducive to hiding data, we use the quality factors of this condition to conduct experiments. By combining QF1 and QF2, we can form 15 different cases (represented as: QF1→QF2), for example, 30→75, 30→85, 30→95,..., 75→85, 75→95, 85→95. The payloads in our experiments are set as 0.05, 0.1, 0.2, 0.3, and 0.4 bpnc, respectively. Since it is difficult to operate the classification based on support vector machines in the high dimensional feature spaces, we employ the ensemble classifier [43] in our experiments. Half of the cover and the stego image sets are used for training, while the remaining sets are used for testing.
B. TEST ANTI-DETECTABILITY BY DIFFERENT STEGANALYSIS ALGORITHMS
In this section, we select the double compressed images with quality factors of 75→95 and 85→95 for the experiments. We compared the proposed scheme with the following four related state-of-the art baseline methods including nsF5 [12] , J-UNIWARD [16] , UED [20] , and UERD [21] . Meanwhile, the state-of-the-art steganalysis features are selected, i.e., Cartesian Calibrated JPEG Rich Model (CC-JRM) [24] , Discrete Cosine Transform Residual (DCTR) [25] and Gabor Filter Residual (GFR) [26] , to detect whether the existence of secret information. In each experiment, we randomly selected 2000 labeled images and 2000 unlabeled images as training and testing datasets respectively. We average the error detection rate of five independent trials as the final results, which is shown in Fig. 9 and Fig. 10 .
It is observed that our proposed scheme achieves better anti-detectability against various steganalysis algorithms than the compared steganographic methods. Moreover, the detec- tion ability of DCTR and GFR is stronger than that of CC-JRM. For example, under the quality factor of 75→95, the error detection rate of proposed scheme is consistently higher than other methods, as shown in Fig. 9 . Numerically, compared with UERD, the error detection rate can be improved by 8.2% when payload is 0.2 bpnc with CC-JRM, 5.4% when payload is 0.2 bpnc with DCTR, and 4.9% when payload is 0.2 bpnc with GFR. There is no significant difference between UERD and J-UNIWARD in their ability to resist detection. Especially, when the quality factor of 85→95, the performance of the proposed scheme is better than that of 75→95, as shown in Fig. 10 . Similarly, it can be seen that our scheme is superior to other comparative methods. Numerically, the improvement of our scheme is 4.6%, 5.1%, 13.3%, 30.3% using DCTR under payload 0.2 bpnc compared with J-UNIWARD, UERD, UED, and nsF5, respectively. As nsF5 is a traditional non-adaptive steganographic algorithm, its security is relatively low under various conditions.
We analyzed the reasons for the above experimental results. In our proposed scheme, the embedding modification at the statistical level is concentrated in the areas where the DCT coefficient distribution is irregular, and its complexity is also considered at the block level. In this way, the inherent distribution characteristics of double compressed images can be effectively utilized to conceal the impact of steganographic embedding on the statistical distribution, which greatly improves anti-detectability of the double compressed stego images.
C. EMBEDDING CHANGES ANALYSIS
In this paper, the modification rate of DCT coefficient is expressed by the symbol S, which is used to measure embedding changes. The specific expression can be represented as
where X and Y are the coefficient matrix of cover image and stego image respectively, and Count(X) represents the number of non-zero elements in matrix X. The value of S indicates the proportion of the changed DCT coefficients, which can reflect the security of steganographic algorithm to some extent. We randomly selected 3000 images from double compressed cover images, the corresponding stego images were generated by the various steganographic algorithms. The average value of modification rate S was calculated, as shown in Table 1 . It can be clearly seen from Table 1 that the value of modification rate is positively correlated with the value of payload. Under condition of the same payload, the steganographic scheme proposed in this paper has the minimum modification rate. Obviously, the modification rate of the traditional nonadaptive nsF5 algorithm is much higher than that of the adaptive steganographic algorithms under the same payload. The reason for this result is that the adaptive steganography modifies the DCT coefficients according to the designed distortion cost function and makes the distortion as small as possible. However, the non-adaptive steganography has the property of random selection and does not make full use of the correlation between DCT coefficients, which leads to a high modification rate. In addition, the modification rate of other adaptive algorithms is also higher than that of our proposed scheme, because the statistical distribution of double compressed images is different from single compressed images, and too much modification in regular distribution by embedding operation will cause a larger value of modification rate. The proposed scheme makes use of the unique statistical characteristics of double compressed images, and gives priority to the interval segments with irregular distribution to embed secret information. In this way, the value of modification rate is smaller, so the ability to resist steganalysis is stronger.
D. EXPLORING EFFECTIVE RANGE OF QUALITY FACTORS
In order to make the scheme proposed in this paper to achieve good results, we have carried out experiments and analysis on three main aspects, including the proportion of irregular interval non-zero AC DCT coefficients, the peak signal-tonoise ratio (PSNR) of image, and the error detection rate. Furthermore, the effect of the quality factors range in the double compressed images on the proposed algorithm is discussed.
The non-zero AC DCT coefficients in irregular interval and the total non-zero AC DCT coefficients are two important indicators in steganographic embedding. We randomly selected 5000 double compressed cover images for each quality factor, and calculate the proportion of irregular interval non-zero AC DCT coefficient in the total non-zero AC DCT coefficient. The statistical results of the proportion are shown in Table 2 .
We can see that the quantity of zero and non-zero DCT coefficient is basically unchanged for the fixed QF1, and if the QF2 is larger, there are more DCT coefficients in irregular intervals. With QF1 gets closer to the fixed QF2, the proportion of irregular interval non-zero AC DCT coefficient in the total non-zero AC DCT coefficient is smaller. Thus, the selection of appropriate ratio is conducive to hiding the secret information.
We randomly selected 5000 double compressed cover images for each quality factor and used the proposed steganographic algorithms to generate the corresponding stego images at different payloads, which are 0.05, 0.1, 0.2, 0.3, and 0.4 bpnc, respectively. The average values of PSNR for these images were calculated to measure the visual perception of the images, as shown in Table 3 .
As can be seen from Table 3 , the value of PSNR decreases with the increase of payload. When the payload is 0.05 bpnc, the average value of PSNR is 46.517 dB with various quality factors, which indicates that the stego image is close to the cover image and so that the stego image preserves good quality under lower payloads. When the payload is less than 0.3 bpnc, the values of PSNR under the QF1=85 and QF2=95 are greater than QF1=75 and QF2=95; when the payload is 0.3 bpnc or 0.4 bpnc, the results are opposite. The reason is that the irregular interval non-zero coefficients can meet the requirements of embedding capacity at lower payloads under the QF1=75 or 85. However, when the payload is 0.3 bpnc or 0.4 bpnc, the irregular interval nonzero coefficients cannot satisfy embedding amount of secret information under the QF1=85 and QF2=95. Therefore, the regular interval non-zero coefficients will be selected for embedding modification, which will cause the value of PSNR to decrease.
Under the condition of QF1∈ {30, 40, 50, 60, 75, 85} and QF2=95, we randomly selected 2000 labeled images and 2000 unlabeled images as training and testing datasets respectively. In each experiment, we extracted 8000-dimensional DCTR features. We average the error detection rate of five independent trials as the final results, which are presented in Fig. 11 .
It can be clearly seen from Fig. 11 that the two curves with quality factors of 30→95 and 40→95 are close to coincide. When the embedding rate is 0.05 bpnc, the error detection rate of steganographic algorithm is similar for different quality factors. As the QF1 increases from 30 to 75 with the payload of 0.1 bpnc, the error detection rate of steganographic algorithm keeps increasing. However, when QF1=85, the value of error detection rate decreases slightly compared with QF1=75. When the payload is 0.2 bpnc and the value of QF1 is lower, the error detection rate of the algorithm decreases rapidly. In particular, when the payload is 0.4 bpnc and the value of QF1 is lower, the error detection rate of the algorithm is extremely poor. The reason is that the non-zero DCT coefficients in irregular intervals cannot meet the requirements of embedding entire secret information. The non-zero coefficient which may cause the change of statistical distribution is modified, so the security performance of this scheme is reduced.
Based on the above analysis, the steganographic scheme proposed in this paper can achieve better results by selecting appropriate quality factors according to the practical application needs.
E. COMPUTATIONAL COMPLEXITY
We randomly selected 1000 images to make embedding operation at payload 0.3 bpnc with the quality factors of 75→95 and 85→95 and record the average time complexity for all the comparison approaches. They are tested on a PC with Windows 10(64bit), 500G Solid State Drives, 8G DDR3 RAM, Inter(R) Core(TM) i5-7400 CPU @3.00GHz and MATLAB 2016b(64bit). As shown in Fig. 12 , the computational time of J-UNIWARD is far larger than nsF5, UED, UERD and the proposed scheme. Numerically, shown in Table 4 , the time of our proposed scheme is very close to that of UED and is almost the least among the compared adaptive steganographic methods.
V. CONCLUSION AND FUTURE WORK
The existing JPEG steganographic algorithms generally embed secret information in single compressed cover images. However, with the rise of various application software, most JPEG images used in the Internet have undergone various transformation operations and are not ideal single compressed images. To solve this issue, this paper mainly studies the adaptive steganographic scheme for JPEG double compressed cover images and proposes a JPEG double compression steganographic scheme based on irregular statistical distribution characteristics. Using the inherent irregular statistical distribution in double compressed images and combining with the irregular block complexity, the minimum distortion function is designed, and the statistical changes caused by double compressed operation are used to cover up the abnormalities caused by steganographic embedding. In our proposed scheme, sized 8×8 blocks are classified as irregular blocks and regular blocks, and the distortion function focuses on evaluating the irregular block complexity, which greatly reduces the computational time of the algorithm. The proposed scheme has been extensively tested antidetectability by different steganalysis algorithms and shown superior performance compared to existing state-of-the-art methods in the JPEG double compressed image library.
The future work of this study can be investigated in the following two aspects: 1) Since the modification of DCT coefficients will affect the statistical characteristics, the intra-block and inter-block correlations can be further studied to design more suitable minimum distortion function for JPEG double compressed cover images and secure the steganographic algorithm.
2) In the process of network transmission, images will inevitably be processed by various application software. The processed images can be regarded as a new type of cover images, for which the suitable steganographic scheme can be designed. Then, the robustness, embedding capacity, antidetectability and other performance of steganographic algorithms in various new types of covers can be compared to explore safer new steganographic covers.
